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\&   CITY  AND  COUNTY  OF  SAN  FRANCISCO 


OFFICE  OF  THE  CONTROLLER 


MEMORANDUM 


TO:  Elections  Commission 


FROM:  Edward  Harrington 


DATE:  August  6,  2003 


SUBJECT:       Review  of  the  Department  of  Elections'  Cell  Phone  Use  for  the  March 
2002  Primary  Election 

SUMMARY 

At  the  request  of  the  Elections  Commission,  we  conducted  a  review  of  the  Department  of 
Elections'  (department)  use  of  cell  phones  for  the  March  2002  primary  election.  We  were 
unable  to  conduct  a  complete  review  because  the  department  did  not  keep  adequate  and 
complete  records  of  the  cell  phones  in  its  possession  or  the  use  of  those  cell  phones.  We 
did  review  summary  records  of  cell  phone  charges  incurred  during  the  period 
immediately  before  and  immediately  following  the  date  of  the  election,  and  found  that  the 
department  did  not  effectively  control  cell  phone  use  and  that  some  cell  phones  incurred 
more  than  $300  in  charges  for  local  calls  for  the  seven-day  period  we  reviewed.  In  other 
instances,  we  found  that  cell  phones  were  used  to  make  long  distance  calls.  We  also 
found  that  the  department's  inventory  of  313  phones  does  not  agree  with  the  Department 
of  Telecommunications  and  Information  Services'  (DTIS)  inventory  of  526  phones.  This 
is  because  DTIS'  records  include  all  phones  that  the  department  has  ever  been  billed  for 
by  AT&T  Wireless. 

To  prepare  for  the  upcoming  elections  in  October,  November,  and  thereafter,  the 
department  should  reconcile  and  maintain  its  inventory  of  phones,  ensure  that  its  cell 
phone  plans  are  cost  effective,  and  continue  to  review  and  monitor  its  cell  phone  invoices 
for  improper  or  excessive  use. 


BACKGROUND 

In  August  2002,  the  Elections  Commission  requested  the  Controller's  Audits  Division  to 
conduct  a  review  of  cell  phone  use  by  the  Department  of  Elections  (department)  for  the 
March  2002  primary  election.  According  to  records  provided  by  the  Department  of 
Telecommunications  and  Information  Services  (DTIS),  from  January  2002  through  June 
2002,  the  department's  cell  phone  charges  totaled  $96,647.  We  requested  that  the 
department  gather,  organize,  and  summarize  all  documents  pertaining  to  its  use  of  cell 
phones  for  the  March  2002  primary  election.  However,  due  to  the  department's 
preparation  for  the  November  2002  election,  we  delayed  our  work.  After  the  November 
election,  we  resubmitted  our  request  for  the  records,  and  in  February  2003,  we  received 
documents  from  the  department  consisting  of  cell  phone  invoices  from  the  company  that 
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provided  the  cell  phones  and  service,  AT&T  Wireless,  and  monthly  summaries  from  the 
Department  of  Telecommunication  and  Information  Services  (DTIS),  as  well  as 
numerous  other  documents. 

According  to  the  DTIS  billing  supervisor,  the  City  and  County  of  San  Francisco  (City), 
through  DTIS,  contracts  with  AT&T  Wireless  to  provide  cell  phone  services.  Each 
department  within  the  City  may  contact  AT&T  Wireless  directly  with  requests  for  cell 
phone  equipment  and  service.  Each  department  is  responsible  for  maintaining  records  of 
the  cell  phone  equipment  it  receives  from  AT&T  Wireless  and  the  use  of  the  service. 
AT&T  Wireless  bills  each  department's  total  monthly  cell  phone  charges  to  DTIS  and 
sends  detailed  invoices  directly  to  the  department  employee  responsible  for  administering 
the  department's  cell  phone  use.  The  employee  is  responsible  for  reviewing  the  detailed 
invoice  to  ensure  that  charges  are  correct  and  inform  DTIS  of  any  billing  errors.  DTIS 
then  deducts  any  billing  errors  from  the  payments  it  makes  to  AT&T  Wireless.  From  the 
information  provided  by  AT&T  Wireless,  DTIS  produces  a  monthly  summary  of  the  cell 
phone  charges  that  it  forwards  to  the  City  departments  for  review.  However,  this  monthly 
summary  does  not  correspond  with  AT&T  Wireless'  detailed  invoices  since  the  invoices 
cover  different  dates  and  no  reconciliations  of  these  reports  have  been  performed. 


ANALYSIS 

The  Elections  Department  Did  Not  Keep 
Adequate  Records  of  Its  Inventory  and 
Use  of  Cell  Phones 

We  were  unable  to  review  or  analyze  data  from  the  documents  we  received  from  the 
Department  of  Elections  (department)  because  the  records  were  not  organized.  The 
department  stored  the  monthly  detailed  invoices,  consisting  of  hundreds  of  pages,  from 
AT&T  Wireless  in  boxes  without  keeping  them  in  any  order.  As  a  result,  we  could  not 
easily  reconcile  the  charges  on  the  detailed  invoices  to  DTIS'  monthly  summaries  and 
amounts  paid  by  DTIS  for  the  department's  cell  phone  use.  We  also  could  not  determine 
if  the  department  accounted  for  all  the  cell  phones  in  its  possession.  The  department 
provided  several  electronic  files  showing  a  varying  number  of  cell  phones  in  its  inventory 
for  the  March  2002  primary  election;  however,  the  employee  who  administered  the 
department's  cell  phone  program,  and  who  created  electronic  files  is  no  longer  with  the 
department. 

Starting  in  September  2002,  the  department  assigned  responsibility  for  administering  the 
cell  phone  program  to  a  new  employee.  This  employee  soon  thereafter  contacted  AT&T 
Wireless  to  cancel  some  cell  phone  accounts  and  requested  that  all  department  staff 
return  to  her  cell  phones  in  their  possession.  According  to  this  employee,  she  worked 
with  AT&T  Wireless  to  arrange  for  a  new  cell  phone  payment  plan,  and  she  created  and 
maintained  an  inventory  of  all  cell  phone  equipment  in  the  department.  As  of  February 
25,  2003,  the  department's  inventory  listing  shows  that  the  department  was  in  possession 
of  313  cell  phones.  According  to  the  employee,  seven  phones  are  missing,  eight  cell 
phones  are  being  used  by  department  staff,  and  six  cell  phones  are  active  and  available 
for  checkout  by  department  staff.  However,  in  a  report  provided  by  DTIS,  DTIS's  records 
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show  that  the  department  has  526  cell  phones.  According  to  the  principal  clerk,  DTIS' 
records  include  all  phones  that  the  department  has  ever  been  billed  for  by  AT&T 
Wireless.  We  asked  the  department  to  work  with  DTIS  to  determine  the  correct  number 
of  cell  phones  in  the  possession  of  the  department. 

Further,  according  to  the  employee  administering  the  department's  cell  phone  program, 
she  receives  the  detailed  invoices  from  AT&T  Wireless  months  after  DTIS  has  paid  the 
department's  monthly  phone  charges.  Therefore,  her  requests  for  adjustments  to  the 
invoices  are  never  timely.  She  will  be  contacting  DTIS  personnel  to  discuss  and 
coordinate  billing  and  payment  procedures. 


The  Department  Did  Not  Effectively  Control 
Cell  Phone  Use  and  May  Have  Paid  More 
for  Cell  Phone  Charges  Than  Necessary 

Since  we  could  not  review  all  the  records  submitted  by  the  department,  we  focused  our 
analysis  on  the  cell  phone  charges  made  during  the  few  days  immediately  before  and 
after  the  date  of  the  primary  election,  March  5,  2002.  In  reviewing  AT&T  Wireless' 
summary  of  cell  phone  charges  for  the  period  from  March  1,  2002,  through  March  7, 
2002,  we  noted  that  several  cell  phones  had  substantial  charges.  For  example,  one  cell 
phone  account  incurred  $332  in  charges,  while  another  cell  phone  account  incurred  $304 
in  charges  for  the  seven-day  period.  The  department  used  AT&T  Wireless'  Corporate 
Digital  Plan  3  Year,  which  costs  $9.99  per  month  for  each  cell  phone.  However,  the  plan 
assessed  a  $0.25  per  minute  charge  for  each  local  call,  whether  incoming  or  outgoing.  For 
one  cell  phone,  the  charges  for  local  calls  totaled  $265  for  the  seven-day  period  we 
reviewed,  and  for  another  cell  phone,  the  charges  for  local  calls  totaled  $206. 

According  to  the  employee  administering  the  department's  cell  phones,  current  active  cell 
phones  are  on  a  different  plan,  which  costs  $9.99  per  month  and  $0.12  per  minute  for 
each  local  call.  The  rationale  for  using  this  plan,  as  opposed  to  other  AT&T  Wireless 
calling  plans  with  a  fixed  number  of  minutes  and  a  higher  flat  fee,  is  because  most  cell 
phones  are  for  temporary  employees  hired  during  the  election  and  calls  should  be 
minimal.  Therefore,  the  department  may  not  fully  utilize  the  minutes  in  the  calling  plan 
with  the  higher  flat  fee  and  may  end  up  paying  more  than  it  would  on  the  department's 
current  calling  plan. 

We  also  identified  several  long  distance  charges  on  cell  phone  accounts.  For  example,  the 
cell  phone  with  $332  in  charges  was  taken  by  the  former  deputy  director  of  the 
department  to  Phoenix,  Arizona  on  the  Friday  and  Saturday  preceding  the  March  5th 
election,  where  she  incurred  long  distance  and  roaming  charges  of  $99.  Another  cell 
phone  had  $7  of  long  distance  charges  for  calls  made  to  Connecticut  and  no  roaming 
charges.  While  we  could  not  determine  if  the  long  distance  calls  were  related  to  the 
election,  the  employee  administering  the  cell  phones  could  not  provide  us  any  reasons 
why  election  workers  would  need  to  make  long  distance  calls  on  their  cell  phones.  In 
fact,  the  department's  policy  regarding  cell  phone  use  states  that  cell  phones  are  only  to 
be  used  for  election  business  and  should  not  be  used  for  long  distance  purposes. 
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RECOMMENDATIONS 

To  ensure  that  the  Department  of  Elections  properly  monitors  its  cell  phones,  it  should 
take  the  following  actions  before  the  upcoming  elections: 

•  Reconcile  the  number  of  cell  phones  in  its  inventory  with  the  number  of  cell  phones 
recorded  by  the  Department  of  Telecommunications  and  Information  Services.  Once 
the  department  has  determined  an  accurate  count,  it  should  maintain  a  permanent 
inventory  record  of  the  cell  phones  it  possesses. 

•  Ensure  that  its  cell  phone  plans  are  the  most  cost  effective. 

•  Continue  to  review  and  monitor  its  cell  phone  invoices  for  improper  or  excessive  use. 


We  conducted  this  review  according  to  the  standards  established  by  the  Institute  of 
Internal  Auditors. 


Staff:         Elisa  Sullivan,  Audit  Manager 
Helen  Vo 


cc:  Mayor 
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